MONTEREY COUNTY

SPECIAL MEETING AGENDA
Monday, November 17 2025 at 10:30 a.m.

First 5 Monterey County (FSMC) ¢ 1125 Baldwin Street ¢ Salinas, CA

2FIRST5

In addition to attending in person, at First 5 Monterey County, which is located at the address above, public participation
will also be available by ZOOM and/or telephonic means.

For ZOOM participation please join by computer audio at https://us02web.zoom.us/j/83776853011. OR to participate by
phone call any of these numbers below:

+ 1669 900 6833 US (San Jose)

+1253 215 8782 US

Find your local number: https://us02web.zoom.us/u/kbFHZmAyW

Enter the Meeting ID 837 7685 3011 when prompted. Please note there is no Participant Code, you will just hit # again
after the recording prompts you. You will be placed in the meeting as an attendee; when you are ready to make a public
comment if joined by computer audio please Raise your Hand; and by phone please push *9 on your keypad.

Ademas de asistir en persona, en la oficina de First 5 Monterey County, que se encuentra en la direccion arriba, la
participacion publica también estara disponible por ZOOM y/o medios telefonicos.

Para participar en ZOOM, tnase por audio de computadora en https://us02web.zoom.us/j/83776853011. O para
participar por teléfono, llame a cualquiera de estos numeros a continuacion:

+1 669 900 6833 US (San Jose)

+1 253 215 8782 US

Encuentra tu nimero local: https://us02web.zoom.us/u/kbFHZmAyW

Ingrese este nimero de ID de reunion 837 7685 3011 cuando se le solicite. Tenga en cuenta que no hay
un Cddigo de participante, simplemente presionara # nuevamente después de que la grabacion lo

solicite. Se lo colocara en la reunion como asistente; cuando esté listo para hacer un comentario publico une al audio de
la computadora, levante la mano; y por teléfono presione * 9 en su teclado.

Call to Order: Chris Lopez, Chair

Pledge of Allegiance:

Roll Call:

Mindfulness Moment:

Additions or Corrections:

Public Comment Period: Members of the audience desiring to address the Commission may do so during this time.
Public comments on items not already on the agenda will be accepted. Protocol for action includes staff presentations,
questions from the Commission, public input, deliberation, and voting/referral by the Commission.

Action Items: Protocol for action items includes Staff presentations, questions from the Commission, public input,
deliberation, and voting/referral by the Commission.

1. Adoption of HIPAA-Related FSMC Employee Handbook Additions and Ongoing Policy Oversight
a. ADOPT proposed additions to the FSMC Employee Handbook:
a. Appendix C: Acceptable Use Policy (Item la)
b. Appendix D: Personal Mobile Phone Policy (Item 1b)
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c. Appendix E: Summary of Privacy and Policy Procedures Overview (Item Ic)
d. Background Screens

e. ADOPT (operational) HIPAA Security and Privacy Policies and Procedures (ffem 1d), and direct staff
to return all final versions for Commission ratification and adoption at the December 8, 2025 meeting
following completion of legal review.

f. Review and discuss options for how to keep the Commission informed of future changes to HIPAA
Security and Privacy Policies and provide direction to staff on the preferred approach.

2. Contract Approval (Re-Vote / Cure and Correct): WestEd Early Intervention, Resilience, and
Inclusion: Approve and authorize Executive Director to negotiate, execute, and amend an Agreement with
WestEd Early Intervention, Resilience, and Inclusion for a total not-to-exceed amount of $100,000 in
FY25/26 for Reflective Practice with community-based providers. — APPROVE

Note: This item is being re-agendized for action to cure a vote taken at the October 27, 2025 meeting when
a conflict-of-interest recusal resulted in the loss of quorum for this item.

Staff Comments/Announcements — A/l Staff

Commissioner Comments/Announcements — A/ Commissioners

Receive Commissioner reports/updates on items relevant to early childhood development.

Adjournment:

Upcoming Commission Meetings: [ Commission continues to Adopt the Resolution based on AB361 parameters,
these meetings will be held virtually. Access and location information will be posted on the Agenda on the First 5
Monterey County website. Unless otherwise noted, Meetings take place at: First 5 Monterey County, 1125 Baldwin
Street; Salinas

e Regular Commission Meeting: Monday, December 8, 2025 at 9:00 a.m.

e Evaluation Advisory Committee Meeting: TBD upon 2026 Meeting Schedule approval

e Finance/Personnel Committee Meeting: TBD upon 2026 Meeting Schedule approval

e Executive Committee Meeting: TBD upon 2026 Meeting Schedule approval

MEETING MATERIAL / ADDENDUMS

First 5 Monterey County (FSMC) Committee and Commission meeting handouts are posted on the FSMC website at least
72 hours prior to the meeting. Any addendums will be posted at least 72 hours before regular meetings or at least 24 hours
before special meetings, unless otherwise allowed under The Brown Act.

ALTERNATE AGENDA FORMATS: If requested, the agenda shall be made available in appropriate alternative formats
to persons with a disability, as required by Section 202 of the Americans with Disabilities Act of 1990 (42 USC Sec.
12132), and the federal rules and regulations adopted in implementation thereof.

Individuals requiring a modification or accommodation, including auxiliary aids, alternate formats, or interpreter services,
in order to participate in the public meeting, may make these requests as soon as possible but no later than 5 p.m. of the
last business day prior to the meeting. These requests should be made to the FSMC Office through email at
Joanna@FirstSMonterey.org.

Page 2 of 2


https://www.first5monterey.org/commission-meetings.htm
https://www.first5monterey.org/commission-meetings.htm
http://www.first5monterey.org/
mailto:Joanna@First5Monterey.org

ITEM 1
FIRST 5 MONTEREY COUNTY
BOARD BRIEFER

MEETING: Special Commission Meeting — Monday, November 17, 2025

SUBJECT: Adoption of HIPAA-Related FSMC Employee Handbook Additions and Ongoing
Policy Oversight

POSSIBLE ACTIONS:

a. ADOPT proposed additions to the FSMC Employee Handbook:
e Appendix C: Acceptable Use Policy (ltem 1a)
e Appendix D: Personal Mobile Phone Policy (ltem 1b)
e Appendix E: Summary of Privacy and Policy Procedures Overview (Item Ic)
e Background Screens
b. ADOPT (operational) HIPAA Security and Privacy Policies and Procedures (Item Id), and direct staff to
return all final versions for Commission ratification and adoption at the December 8, 2025 meeting
following completion of legal review. Item 1d linked here:
https://drive.google.com/drive/folders/1 Ajrrr4ai93d0csLLndqR9X5NiD3e8-Fp?usp=sharing

¢. Review and discuss options for how to keep the Commission informed of future changes to HIPAA
Security and Privacy Policies and provide direction to staff on the preferred approach.

Commissioner Recusals: None
SUMMARY:

To become eligible for CalAIM reimbursement, FSMC has been reviewing, assessing, updating and creating
organizational security and privacy policies and procedures to achieve HIPAA compliance, as mandated by the
U.S. Department of Health and Human Services, Office for Civil Rights. While FSMC’s Employee Handbook
currently includes several organizational policies (e.g., Remote Work Policy, Drug- and Alcohol-Free
Workplace Policy, and others), it does not yet contain clearly articulated policies specifically addressing
privacy and security.

In order to comply with HIPAA requirements, staff are requesting that the Commission adopt the following
policies as appendices to the FSMC Employee Handbook and will appear as follows:

1. Appendix C: Acceptable Use Policy (Item 1a)
2. Appendix D: Personal Mobile Phone Policy (ltem 1b)
3. Appendix E: Summary of Privacy and Policy Procedures Overview (Ifem Ic)

The Acceptable Use Policy (Item 1a) summarizes the employee-facing expectations that appear across multiple
security and privacy policies, pulling together the “people” components (e.g., use of devices, passwords, data
handling, and appropriate access to PHI). Because of this, the sections are organized by employee behavior and
responsibility rather than mapped to any single stand-alone policy; the more detailed technical and
administrative requirements remain in the full HIPAA security and privacy policies and related procedures

(ltem 1d)

In addition to these employee-facing appendices, the packet includes final drafts of the operational HIPAA
security and privacy policies and procedures, provided as /fem [d for reference. These operational documents
contain the detailed technical, administrative, and organizational controls that underpin FSMC’s HIPAA
compliance program. The Employee Handbook appendices are intended to summarize what employees need to
know and do, while the operational policies guide internal implementation by management, IT, and
compliance staff.
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HR legal counsel has reviewed and approved the three attached employee-facing documents (Appendices C—
E). Staff will continue to work internally with the vCISO and legal counsel to finalize the detailed language for
each underlying operational policy, included as /fem /d for reference.

Proposed additions to the FSMC Employee Handbook (added as Appendices)

1. Health Information Privacy and Security Policy and Compliance
Staff is requesting for the following section to be included in the Employee Handbook after “Confidentiality”
on page 25:

Health Information Privacy and Security Policy and Compliance

To protect the privacy and integrity of Personal Health Information, FSMC maintains compliance with
Health Insurance Portability and Accountability Act (HIPAA) and all related state and federal
regulations. Every employee is responsible for protecting the privacy, integrity, and security of any
Protected Health Information (PHI) they may encounter while performing their duties.

Please refer to Appendix C (Item la), Appendix D (Item 1b), and Appendix E (Item Ic) for detailed
guidance on how PHI must be accessed, used, stored, shared, and safeguarded. These appendices
outline the organization's official policies and procedures governing privacy, data security, and breach
response.

Employees are expected to handle PHI with care, follow established privacy and security procedures,
and report any potential breaches or concerns immediately. FSMC reserves the right to investigate
suspected cyber security incidents involving FSMC employees to protect assets, ensure compliance,
and maintain a secure environment. Investigations may cover unauthorized access, data, leaks,
phishing, malware, or policy violations. Employees will be informed, treated fairly, and their privacy
respected. All collected data from such an investigation will be handled by data protection policies and
restricted to authorized personnel.

2. Background Checks
Additionally, FSMC staff is requesting the following section to be included in the handbook, to appear on page
17, after section Work Eligibility, and before Employment of Relatives:

Background Checks

As a condition of employment, all prospective employees are required to undergo a successful and
satisfactory background check prior to the start of employment. Background checks are conducted in
accordance with applicable federal and state laws and are designed to ensure the safety, security, and
integrity of FSMC and the communities we serve.

The background check may include verification of employment history, education, professional
licenses, and criminal history records, as permitted by law. Final offers of employment are contingent
upon successful completion and review of the background check.

Ongoing HIPAA Policy Updates and Commission Oversight

Considering the evolving nature of HIPAA guidelines and regulations, FSMC must be able to make necessary
administrative adjustments to HIPAA related policies to remain compliant. Staff is seeking direction on a
process to keep the Commission informed of updates, while allowing for timely administrative revisions.

Staff proposes the following options for consideration:

Option A -
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e Every quarter, all compliance-related policies are compiled and presented to the Finance/Personnel
Committee for discussion and approval.
o The Committee’s actions are reported to the full Commission for ratification at its next regular meeting

Option B —
e Evey six month, all compliance-related administrative policies are compiled and sent to the
Finance/Personnel Committee for discussion and approval.
e The Committee’s actions are reported to the full Commission for ratification at its next regular meeting

Option C -

e All updates to HIPAA-related policies are compiled for the FSMC Commission review and approval
on a monthly basis.

FINANCIAL IMPLICATIONS:

There are no current financial implications to this discussion as all known costs associated with moving
towards HIPAA compliance are included in the FSMC Approved FY25/26 Budget. However, Staff may need
to implement additional services or products in alignment with future security and privacy policy updates,
which may have financial implications. Any such costs will be brought forward through the appropriate budget
and approval processes.

Johnny Salazar, Deputy Director and Francine Rodd, Executive Director
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First 5 Monterey County

Acceptable Use Policy, version 1.0.0

Status: Working Draft [ Approved ] Adopted
Document Owner: Information Security Committee
Last Review Date: Sept 2025

10/1/25 by Oscar Flores

Acceptable Use Policy

Purpose

The purpose of the First 5 Monterey County Acceptable Use Policy is to establish acceptable practices
regarding the use of First 5 Monterey County Information Resources in order to protect the
confidentiality, integrity and availability of information created, collected, and maintained.

Audience

The First 5 Monterey County Acceptable Use Policy applies to any individual, entity, or process that interacts
with any First 5 Monterey County Information Resource.

Contents

Acceptable Use

Access Management

Authentication/Passwords

Clear Desk/Clear Screen

Data Security
Email and Electronic Communication

Hardware and Software

Internet

First 5 Monterey County

Mobile Devices and Bring Your Own Device

(BYOD)
Physical Security

Privacy
Removable Media

Security Training and Awareness

Social Media
VoiceMail

Incidental Use
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First 5 Monterey County Acceptable Use Policy ITEM 1a

Policy

Acceptable Use

Personnel are responsible for complying with First 5 Monterey County policies when using First 5
Monterey County information resources and/or on First 5 Monterey County time. If requirements
or responsibilities are unclear, please seek assistance from the Information Security Committee.
Personnel must promptly report harmful events or policy violations involving First 5 Monterey
County assets or information to their manager or a member of the Incident Handling Team.
Events include, but are not limited to, the following:
o Technology incident: any potentially harmful event that may cause a failure, interruption,
or loss in availability to First 5 Monterey County Information Resources.
o Data incident: any potential loss, theft, or compromise of First 5 Monterey County
information.
o Unauthorized access incident: any potential unauthorized access to a First 5 Monterey
County Information Resource.
o Facility security incident: any damage or potentially unauthorized access to a First 5
Monterey County owned, leased, or managed facility.
o Policy violation: any potential violation to this or other First 5 Monterey County policies,
standards, or procedures.
Personnel should not purposely engage in activity that may
o harass, threaten, impersonate, or abuse others;
o degrade the performance of First 5 Monterey County Information Resources;
o deprive authorized First 5 Monterey County personnel access to a First 5 Monterey
County Information Resource;
o obtain additional resources beyond those allocated;
o orcircumvent First 5 Monterey County computer security measures.
Personnel should not download, install, or run security programs or utilities that reveal or exploit
weakness in the security of a system. For example, First 5 Monterey County personnel should not
run password cracking programs, port scanners, or any other non-approved programs on any
First 5 Monterey County Information Resource.
All inventions, intellectual property, and proprietary information, including reports, drawings,
blueprints, software codes, computer programs, data, writings, and technical information,
developed on First 5 Monterey County time and/or using First 5 Monterey County Information
Resources are the property of First 5 Monterey County.
Use of encryption should be managed in a manner that allows designated First 5 Monterey
County personnel to promptly access all data.
First 5 Monterey County Information Resources are provided to facilitate company business and
should not be used for personal financial gain.
Personnel are expected to cooperate with incident investigations, including any federal or state
investigations.
Personnel are expected to respect and comply with all legal protections provided by patents,
copyrights, trademarks, and intellectual property rights for any software and/or materials viewed,
used, or obtained using First 5 Monterey County Information Resources.
e Personnel should not intentionally access, create, store, or transmit material which First 5
Monterey County may deem to be offensive, indecent, or obscene.

First 5 Monterey County Internal Page 2 of 9



First 5 Monterey County Acceptable Use Policy ITEM 1a

Access Management

e Access to information is based on a "need to know".

e Personnel are permitted to use only those network and host addresses issued to them by First 5
Monterey County IT and should not attempt to access any data or programs contained on First 5
Monterey County systems for which they do not have authorization or explicit consent.

e Publicly provided remote access connections made to internal First 5 Monterey County networks
and/or environments must be made through approved, and First 5 Monterey County-provided,
virtual private networks (VPNs).

e Personnel should not divulge any access information to anyone not specifically authorized to
receive such information, including IT support personnel.

e Personnel must not share their personal authentication information, including:

Account passwords,

Personal Identification Numbers (PINs),

Multi-factor authentication information

Keys,

Digital certificates,

Similar information or devices used for identification and authentication purposes.

o Keys that are no longer required must be returned to physical security personnel.

e Lost or stolen keys must be reported to their manager as soon as possible.

e A service charge may be assessed for access cards, security tokens, and/or keys that are lost,
stolen, or are not returned.

O O O O

Authentication/Passwords
e All personnel are required to maintain the confidentiality of personal authentication information.
e Any group/shared authentication information must be maintained solely among the authorized
members of the group.
e All passwords, including initial and/or temporary passwords, must be constructed, and
implemented according to the following First 5 Monterey County rules:
o Must meet all requirements including minimum length, complexity, and reuse history.
o Must not be easily tied back to the account owner by using things like username, social
security number, nickname, relative’s names, birth date, etc.
o Must not be the same passwords used for non-business purposes.
e Unique passwords should be used for each system, whenever possible.
e User account passwords must not be divulged to anyone. First 5 Monterey County support
personnel and/or contractors should never ask for user account passwords.
e If the security of a password is in doubt, the password should be changed immediately.
e Personnel should not circumvent password entry with application remembering, embedded
scripts or hard coded passwords in client software.

Clear Desk/Clear Screen

e Personnel should log off from applications or network services when they are no longer needed.

e Personnel should log off or lock their workstations and laptops when their workspace is
unattended.

e Confidential or internal information should be removed or placed in a locked drawer or file
cabinet when the workstation is unattended and at the end of the workday if physical access to
the workspace cannot be secured by other means.
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First 5 Monterey County Acceptable Use Policy ITEM 1a

File cabinets containing confidential information should be locked when not in use or when
unattended.

Physical keys used to access confidential information should not be left on an unattended desk
or in an unattended workspace if the workspace itself is not physically secured.

Passwords must not be posted on or under a computer or in any other physically accessible
location.

Copies of documents containing confidential information should be immediately removed from
printers and fax machines.

Data Security

Personnel should use approved encrypted communication methods whenever sending
confidential information over public computer networks (Internet).

Only authorized cloud computing applications may be used for sharing, storing, and transferring
confidential or internal information.

Information must be appropriately shared, handled, transferred, saved, and destroyed, based on
the information sensitivity.

Personnel should not have confidential conversations in public places or over insecure
communication channels, open offices, and meeting places (i.e., hallway, break room, etc.).
Confidential information must be transported either by an First 5 Monterey County employee or a
courier approved by IT Management.

All electronic media (i.e., external hard drives, thumb drives, etc.) containing confidential
information must be securely disposed of. Please contact IT for guidance or assistance.

Email and Electronic Communication

Auto-forwarding electronic messages outside the First 5 Monterey County internal systems is

prohibited.

Electronic communications should not misrepresent the originator or First 5 Monterey County.

Personnel are responsible for the accounts assigned to them and for the actions taken with their

accounts.

Accounts must not be shared without prior authorization from First 5 Monterey County

management, with the exception of calendars and related calendaring functions.

Employees should not use personal email accounts to send or receive First 5 Monterey County

confidential information unless approved by management.

Any personal use of First 5 Monterey County provided email should not:

Involve solicitation

Be associated with any political entity

Have the potential to harm the reputation of First 5 Monterey County

Forward chain emails

Contain or promote anti-social or unethical behavior

Violate local, state, federal, or international laws or regulations

Result in unauthorized disclosure of First 5 Monterey County confidential information
o Or otherwise violate any other First 5 Monterey County policies

Personnel should only send confidential information using approved secure electronic

messaging solutions.

Personnel should use caution when responding to, clicking on links within, or opening

attachments included in electronic communications.

O O O O O O
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First 5 Monterey County Acceptable Use Policy ITEM 1a

Personnel should use discretion in disclosing confidential or internal information in Out of Office
or other automated responses, such as employment data, internal telephone numbers, location
information or other sensitive data.

Hardware and Software

All hardware must be formally approved by Management before being connected to First 5

Monterey County networks.

Software installed on First 5 Monterey County equipment must be approved by Management and

installed by First 5 Monterey County IT vendor.

e All First 5 Monterey County assets taken off-site should be physically secured at all times.

Personnel traveling to a High-Risk location, as defined by FBI and Office of Foreign Asset control,

must contact management for approval to travel with corporate assets.

e Employees shall not allow family members or other non-employees to access First 5
Monterey County Information Resources.

Internet

Do not send First 5 Monterey County confidential or internal information unless the
confidentiality and integrity of the information is ensured and the identity of the recipient(s) is
established.
Use of the Internet with First 5 Monterey County networking or computing resources must only be
used for business-related activities. Unapproved activities include, but are not limited to:

o Recreational games,
Streaming media,
Personal social media,
Accessing or distributing pornographic or sexually oriented materials,
Attempting or making unauthorized entry to any network or computer accessible from
the Internet.

o Or otherwise violate any other First 5 Monterey County policies.
Access to the Internet from outside the First 5 Monterey County network using a First 5 Monterey
County owned computer must adhere to all of the same policies that apply to use from within
First 5 Monterey County facilities.

O O O O

Mobile Devices and Bring Your Own Device (BYOD)

The use of a personally owned mobile device to connect to the First 5 Monterey County network
is a privilege granted to employees only upon formal approval of Management.

Mobile devices that access First 5 Monterey County email must have a PIN or other
authentication mechanism enabled.

Confidential information should only be stored on devices that are encrypted in compliance with
the First 5 Monterey County

First 5 Monterey County confidential information should not be stored on any unmanaged
personally owned mobile device.

Theft or loss of any mobile device that has been used to create, store, or access confidential or
internal information must be reported to the First 5 Monterey County Security management.

All mobile devices must maintain up-to-date versions of all software and applications.

All personnel are expected to use mobile devices in an ethical manner.
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First 5 Monterey County Acceptable Use Policy ITEM 1a

Jail-broken or rooted devices should not be used to connect to First 5 Monterey County
Information Resources.

First 5 Monterey County Management may choose to execute “remote wipe” capabilities for
mobile devices without warning (see Mobile Device Email Acknowledgement).

In the event that there is a suspected incident or breach associated with a mobile device, it may
be necessary to remove the device from the personnel’s possession as part of a formal
investigation.

First 5 Monterey County support for personally owned mobile devices is limited to assistance in
complying with this policy. First 5 Monterey County support may not assist in troubleshooting
device usability issues.

Use of personally owned devices must be in compliance with all other First 5 Monterey County
policies.

First 5 Monterey County reserves the right to revoke personally owned mobile device use
privileges in the event that personnel do not abide by the requirements set forth in this policy.
Texting or emailing while driving is not permitted while on company time or using First 5
Monterey County resources. Only hands-free talking while driving is permitted, while on company
time or when using First 5 Monterey County resources.

Privacy

Information created, sent, received, or stored on First 5 Monterey County Information Resources
are not private and may be accessed by First 5 Monterey County employees at any time, under
the direction of First 5 Monterey County executive management and/or Human Resources,
without knowledge of the user or resource owner.

First 5 Monterey County may log, review, and otherwise utilize any information stored on or
passing through its Information Resource systems.

Systems Administrators, First 5 Monterey County Management, and other authorized First 5
Monterey County personnel may have privileges that extend beyond those granted to standard
business personnel. Personnel with extended privileges should not access files and/or other
information that is not specifically required to carry out an employment-related task.

Removable Media

The use of removable media for storage of First 5 Monterey County information must be
supported by a reasonable business case.

All removable media use must be approved by First 5 Monterey County management prior to use.
Personally, owned removable media use is not permitted for storage of First 5 Monterey County
information.

Personnel are not permitted to connect removable media from an unknown origin without prior
approval from the First 5 Monterey County Management.

Confidential and internal First 5 Monterey County information should not be stored on removable
media without the use of encryption.

All removable media must be stored in a safe and secure environment.

The loss or theft of a removable media device that may have contained any First 5 Monterey
County information must be reported to the First 5 Monterey County Management.
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First 5 Monterey County Acceptable Use Policy ITEM 1a

Security Training and Awareness

All new personnel must complete an approved security awareness training class prior to, or at
least within 30 days of, being granted access to any First 5 Monterey County Information
Resources.

All personnel must be provided with and acknowledge they have received and agree to adhere to
the First 5 Monterey County Information Security and Privacy Policies before they are granted to
access to First 5 Monterey County Information Resources.

All personnel must complete the annual security awareness training.

Social Media

Communications made with respect to social media should be made in compliance with all
applicable First 5 Monterey County policies.
Personnel are personally responsible for the content they publish online.
Creating any public social media account intended to represent First 5 Monterey County,
including accounts that could reasonably be assumed to be an official First 5 Monterey County
account, requires the permission of the First 5 Monterey County Communications Department.
When discussing First 5 Monterey County or First 5 Monterey County - related matters, you
should:

o ldentify yourself by name,

o Identify yourself as an First 5 Monterey County representative, and

o Make it clear that you are speaking for yourself and not on behalf of First 5 Monterey

County, unless you have been explicitly approved to do so.

Personnel should not misrepresent their role at First 5 Monterey County.
When publishing First 5 Monterey County-relevant content online in a personal capacity, a
disclaimer should accompany the content. An example disclaimer could be; “The opinions and
content are my own and do not necessarily represent First 5 Monterey County’s position or
opinion.”
Content posted online should not violate any applicable laws (i.e. copyright, fair use, financial
disclosure, or privacy laws).
The use of discrimination (including age, sex, race, color, creed, religion, ethnicity, sexual
orientation, gender, gender expression, national origin, citizenship, disability, or marital status or
any other legally recognized protected basis under federal, state, or local laws, regulations, or
ordinances) in published content that is affiliated with First 5 Monterey County will not be
tolerated.
Confidential information, internal communications, and non-public financial or operational
information may not be published online in any form.
Personal information belonging to families funded partners serves may not be published online.
Personnel approved to post, review, or approve content on First 5 Monterey County social media
sites must follow the First 5 Monterey County Social Media Management Procedures.

VoiceMail

Personnel should use discretion in disclosing confidential or internal information in voicemail
greetings, such as employment data, internal telephone numbers, location information or other
sensitive data.

Personnel should not access another user’s voicemail account unless it has been explicitly
authorized.
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First 5 Monterey County Acceptable Use Policy ITEM 1a

e Personnel must not disclose confidential information in voicemail messages.

Incidental Use
e As aconvenience to First 5 Monterey County personnel, incidental use of Information Resources
is permitted. The following restrictions apply:

o Incidental personal use of electronic communications, Internet access, fax machines,
printers, copiers, and so on, is restricted to First 5 Monterey County approved personnel;
it does not extend to family members or other acquaintances.

Incidental use should not result in direct costs to First 5 Monterey County.
Incidental use should not interfere with the normal performance of an employee’s work
duties.

o No files or documents may be sent or received that may cause legal action against, or
embarrassment to, First 5 Monterey County or its stakeholders.

e Storage of personal email messages, voice messages, files, and documents within First 5
Monterey County Information Resources must be nominal and enforced by management.

e Allinformation located on First 5 Monterey County Information Resources are owned by First 5
Monterey County may be subject to open records requests and may be accessed in accordance
with this policy.

References
e SO 27002:6,7,8,9,11,12,13,16,18
e NIST CSF: PR.AC, PR.AT, PR.DS, DE.CM, DE.DP, RS.CO
e Asset Management Policy
e Encryption Management Policy
e Encryption Standard
¢ Identity and Access Management Policy
¢ Incident Management Policy
e Information Classification and Management Policy
e Mobile Device Acknowledgement
e Personnel Security and Awareness Policy
e Physical Security Policy
e Social Media Management Procedure

Waivers

Waivers from certain policy provisions may be sought following the First 5 Monterey County Waiver
Process.

Enforcement

Personnel found to have violated this policy may be subject to disciplinary action, up to and including
termination of employment, and related civil or criminal penalties.

Any vendor, consultant, or contractor found to have violated this policy may be subject to sanctions up to
and including removal of access rights, termination of contract(s), and related civil or criminal penalties.
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ITEM 1b

Subject: First 5 Monterey County Personal Mobile Email Access Policy & Attestation
Dear [Employee Name],

As part of our ongoing commitment to data security and responsible mobile access, all First 5
Monterey County employees who access First 5 Monterey County email from a personal mobile
device must comply with the following policy:

Mobile Device Usage Disclaimer for First S Monterey County Email Access

By accessing First 5 Monterey County email or other First 5 Monterey County resources from a
personal mobile device, you acknowledge and agree to the following:

e Security Compliance: Your device must meet First 5 Monterey County IT security
standards, including password protection, encryption, and automatic screen locking.

e Microsoft MAM Requirement: You must install and configure Microsoft Mobile
Application Management (MAM) software on your mobile device.

o This software is used solely to manage First 5 Monterey County email and
related data.

o It does not access or control any other personal applications or data on your
device.

o Updates to the MAM software may occur automatically to maintain security and
functionality.

o Data Protection: First 5 Monterey County data must be handled in accordance with First
5 Monterey County privacy and security policies. Unauthorized sharing or storage of
sensitive information is prohibited.

e Monitoring and Management: The First 5 Monterey County reserves the right to
manage and, if necessary, remotely wipe First 5 Monterey County data from your device
in case of loss, theft, or policy violation.

o Personal Devices: If you use a personal device, you consent to the limited management
of First 5 Monterey County email and data via Microsoft MAM. Your personal content
remains unaffected.

e Reporting Loss or Theft: Any loss or theft of a device used for First 5 Monterey County
email access must be reported to First 5 Monterey County IT immediately.



ITEM 1b

Employee Attestation

Please confirm you understanding and acceptance of the above terms by replying to this email
with the following statement:

I, [Full Name], acknowledge and accept the First 5 Monterey County Mobile Device Usage
Policy for accessing First 5 Monterey County email. I confirm that Microsoft MAM is installed

and active on my mobile device.

Acceptance Signature:

Date:

If you have any questions or need assistance installing Microsoft MAM, please contact First 5
Monterey County IT Support at [IT Support Email or Phone Number].

Thank you for your cooperation.

Best regards,

[Your Name]

[Your Title]

[First 5 Monterey County Department]
[Contact Information]



Item 1c

Privacy Policies and Procedures
Overview for F5SMC Staff

Introduction

Below is an overview of privacy policies and procedures relevant for F5MC staff. This overview
aligns with the detailed documents used to guide privacy protocols at FSMC—those documents
are linked in each section below. If you have any questions about the policies and procedures
below please see the FSMC Privacy Officer.

Privacy Policy and Procedure #1: Breach Notification

These policies and procedures apply to all staff involved in the day-to-day operations of F5MC.

1. Protecting Protected Health Information (PHI) is of paramount importance to FSMC. The
following data is considered PHI:

o Itis created or received by or on behalf of First 5 Monterey County;
o Relates to the:
= past, present, or future physical or mental health or condition of an
individual,
= provision of health care to an individual; or
= past, present or future payment for the provision of health care to an
individual; and
o Contains any of the following individual identifiers:

" npame;
» address (including street address, city, county, zip code and equivalent
geocodes);

= all elements of dates (except year) for dates directly related to an
individual (e.g., birth date);

= telephone numbers;

= fax numbers;

= electronic mail addresses;

= social security number;

= medical record number;

= health plan beneficiary number;

= gccount number;

= certificate/license number;

= vehicle identifiers and serial number;

= device identifiers and serial number;
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= web universal resource location (URL);

= internet protocol (IP) address number;

= finger or voice prints;

= photographic images; and

= any other unique identifying number, characteristic or code that a
recipient might use to identify the client (such as their Apricot ID).

o PHI does not include the following:

= Education records covered by the Family Educational Right and Privacy
Act, 20 U.S.C. §1232g (the Buckley Amendment);

» Those records described in 20 U.S.C. §1232g(a)(4)(B)(iv) (treatment
records for students maintained by post-secondary institutions);

=  Employment records held by First 5 Monterey County in its role as an
employer; and

= Medical records regarding a person who has been deceased for more
than 50 years.

2. If you happen to come across PHI do not disclose or share it. It may not be
considered a breach if the PHI is not disclosed or shared. However, if you viewed
unauthorized PHI you must notify the Privacy Officer via email
Privacy@FirstSMonterey.org within 24 hours so we can assess the situation and prevent
the unauthorized viewing of PHI in the future.

3. Notify the Privacy Officer of any actual or suspected inappropriate Acquisition, Access,
Use, or Disclosure of Unsecured PHI.

Privacy Policy and Procedure #2: Care and Retention of

Records

1. No record may be destroyed before the retention period.
o All medical records of adults and emancipated minors are to be retained for a
period of six (6) years following date of latest discharge.
o Medical records of minors shall be preserved for the period of minority plus three
(3) years.

PP #3: Designated Record Set

1. Any request for a client’s records should be directed to the Privacy Officer.
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PP#4: Privacy, Confidentiality, and Release of Protected
Health Information (PHI)

Staff who will interact with Funded Partners and/or with families directly (such as handling
incoming referrals, being part of a meeting where family cases are being discussed, etc.) are
required to follow these procedures that abide by HIPAA. Please note that there will be more
information about how client level data is handled by First 5 staff when providing non-Medi-Cal

services.

1. For staff involved in handling Medi-Cal related services to families and children, please
read the Master SOP that outlines how Funded Partners are following privacy protocols.

2. Minimum Necessary rule: Always side on disclosing the least amount of PHI needed to
accomplish the intended purpose of a requested access, use, or disclosure.

Version History

Version | Modified Date | Approved Date Approved By Reason/Comments

1.0.0 10.30.25 Document Origination
Oscar Flores drafted the original
document based on the four
privacy policies. Jenn Rigney
worked with Intrepid Ascent to
review full policies and resolve
any issues.
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ITEM 2

FIRST 5 MONTEREY COUNTY
BOARD BRIEFER

MEETING: Special Commission Meeting — Monday, November 17, 2025

SUBJECT: Contract Authorization (Ratification): WestEd Early Intervention,
Resilience, and Inclusion (EIRI) for Reflective Practice Sessions with
Community-Cased Providers

POSSIBLE ACTION:

Ratification: Approve and authorize Executive Director to negotiate, execute, and amend an Agreement with
WestEd Early Intervention, Resilience, and Inclusion (EIRI) for a total not-to-exceed amount of $100,000 in
FY25/26 for Reflective Practice with community-based providers.

Commissioner Recusals: Relindis Diaz (conflict of interest; not counted toward quorum or vote on this item)

BACKGROUND

First 5 Monterey County(FSMC) has been a champion for the power of reflective practice to support providers
working with children prenatal to 5 and their families. According to Zero to Three, reflective practice “invites
us to slow our responses down so that we avoid reacting and instead increase our ability to be responsive ...
[and] arrive at a more thoughtful response.” It provides a space for providers to explore how their work is
impacting them and how they impact their work. One key feature of reflective practice is that it is protective
against burnout and enables skilled providers to stay engaged in their critical work.

WestEd has been a key partner for FSMC in the implementation of reflective practice for several years. The
California Center for Infant-Family and Early Childhood Mental Health administers the on-line endorsement
process for professionals throughout the state. WestEd is the only organization that administers the on-line
endorsement process for CA. They have also developed models for reflective practice facilitation and
supporting new facilitators to become endorsed.

Recent changes in federal immigration policy and rhetoric, as well as defunding of critical safety net programs
have sown fear in local communities and exacerbated existing inequities. Providers who are working with
children and families are under additional strain, trying to overcome more hurtles with fewer resources.
Therefore, First 5 in collaboration with Bright Beginnings, sought additional funding from the Monterey
County Department of Health to increase access to professional development and support for community-
based providers.

F5MC will work with WestEd to create and run reflective practice groups for community-based providers
working with young children and families in Monterey County, and simultaneously build capacity of local
reflective practice facilitators to pursue endorsement.

This request aligns with multiple components of the FSMC Strategic Plan Framework for July 2023 — June
2029, adopted in December 2022, including “PRIORITY A: Ensure that young children and families furthest
from opportunity and most impacted by systems’ inequities are at the center of FSMC’s work,” and
“PRIORITY D: Build capacity with services providers, administrators and families.”

IFECMH training fosters relationship-based family-focused treatment and connection across diverse service
providers in Monterey County.
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ITEM 2

In October 2025, the Commission considered and voted to approve this agreement. After the meeting, staff
identified that the recusal of Commissioner Diaz for a conflict of interest reduced the number of
Commissioners eligible to vote such that there was no longer a quorum for this item. As a result, the prior
action is void and this item is now being re-agendized for Commission reconsideration to correct that Brown
Act error. No changes have been made to the scope of work or funding level from what was previously
presented

PROVIDER

WestEd, via a process exception due to the unique nature of their experience in this area will be contracted to
provide reflective practice activities.

The WestEd Scope of Work includes:

e project management and budget oversight;

e contracting with qualified facilitators;

e engagement with facilitators to develop and implement activities;
e quality assurance through review and formatting of all materials;

e administrative coordination (including creating and administering email groups for each of the
activities; virtual technology support; communications and enrollment support; attendance records,
CEUs, stipends for participants, etc.);

e co-designing evaluation frameworks with the First 5 Director of Evaluation and Learning; and

e managing forms and processes for all data collection and evaluation effort.

FINANCIAL IMPLICATIONS:

WestEd has a current contract for FY25/26 in the amount of $200,153.00 for the IFECMH Trainings. With the
addition of this request, the total contracted amount with WestEd for FY25/26 will be $300,153. The amount
requested for this contract ($100k) is included in the Adopted FY25/26 Budget within the REDI Area of Focus
and will be covered, in full, through the current Bright Beginnings’ Monterey County Health Department
grant.

Ramona McCabe, Director of Programs
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